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“The world's most valuable resource is no longer oil, but data.” 1  This multi-billion-dollar industry is led by data brokers, who
collect and sell consumer data with minimal oversight, regulation, transparency, and public awareness. 2  First, data is collected,
predominantly without consumers' knowledge, from a wide array of both online and offline sources. 3  Collection occurs from
examining a consumer's spending habits, memberships with religious and political groups, social media profiles, news and
entertainment subscriptions, enrollment in warranty programs, as well as many other aspects of a consumer's everyday life. 4

As data brokers gather information, they analyze the data to make inferences and predictions about individual consumers. 5

Next, based on their analysis, data brokers place consumers into categories. 6  Consumers would be shocked to learn about
the discriminatory and insensitive nature of these category names. In 2014, the Federal Trade Commission (“FTC”) studied
nine data brokerage firms. 7  Its report revealed *99  categories such as “Urban Scramble” and “Mobile Mixers,” which were
used to describe Latino and African-American consumers with low incomes. 8  “Rural Everlasting” was a category referring
to consumers who were single, over the age of sixty-six, with minimal education, and low socioeconomic status. 9  Additional
examples of problematic category names were “Metro Parents,” used to describe indigent single parents with only a high
school or vocational education, and “Timeless Traditions,” a label depicting immigrants who preferred speaking Spanish but
spoke some English. 10  Aside from the appalling category names, the FTC found consumers were treated differently within
commercial transactions, depending on the category in which they were placed. 11

There are three main reasons for buying data: marketing, people searching, and risk mitigation. 12  Companies that buy data for
marketing purposes use the information to target ads to consumers. 13  Other data brokers sell personal information via people
search websites; companies use these platforms to find public information about consumers and to detect fraud. 14  Finally, in
the third category, companies purchase data to mitigate the risk of doing business with a particular consumer. 15

Risk mitigation brokers allocate risk management scores to individual consumers based on their personal information. 16

Companies use these scores to determine the risk associated with going into business with the particular consumer, or to
determine a suitable price to charge the consumer. 17  These scores have been found to correlate with ethnicity, financial status,
and the geographical area of where the consumer lives. 18  When a consumer has a score indicating a high level of risk, the
company may decline to do business with the consumer or charge the consumer a higher price for the company's services. 19

However, significant harm can result when inaccurate information *100  incorrectly identifies an individual as a high-risk
consumer. 20  For example, what if a bank buys risk mitigation services from a data broker, which it uses to determine whether
loan offers will be extended to consumers. 21  Using the service, the bank receives inaccurate information that describes a
consumer as a perpetual gambler. The bank declines to go into business with the consumer because the mitigation information
described him as being a high-risk. While the consumer knows he has an average credit score and was not expecting to
receive the lowest interest rates, he is shocked that the bank flat out denied his loan. He does not know that the bank used risk
mitigation products that falsely described him as a perpetual gambler, and therefore he has no way of fixing the error. Because
of this inaccurate data, the consumer continues to have difficulty procuring a loan, and when another bank finally accepts his
application, he is offered a loan with an astronomical interest rate.

Currently, in the prior scenario, the consumer has incurred actual harm but has no means to identify and correct the untruthful
information. The FTC has recommended that Congress enact legislation to make the data broker industry more transparent to
consumers and to give consumers more control over the collection and sale of their personal information. 22  Collection and
usage of consumer data represents a billion dollar industry in the United States. 23  Just as the Environmental Protection Agency
(“EPA”) regulates the multi-billion-dollar oil and gas industry, the FTC should be afforded authority to regulate data collection
and usage practices. 24  While in the past the United States has been reactive--like in creating the Securities and Exchange
Commission (“SEC”) to regulate the stock market only after consumers were severely harmed in the market crash of 1929--
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Congress should be proactive in regulating data collection and usage by vesting the FTC with the power to regulate before a
nationwide harm occurs. 25

The data broker industry is just one way that consumer data is used. According to Dresner Advisory Services' 2017 Big Data
Analytics Market Study, fifty-three percent of companies have adopted big data analytics. 26  Big data analytics are systems
that examine “large amounts of data to uncover *101  hidden patterns, correlations and other insights.” 27  Companies can
use the contextualized data to improve marketing strategies by understanding how consumers have reacted to previous market
campaigns, determining which consumers are most likely to buy their products or services, and predicting what consumers
want. 28  Information gained via big data analytics is also used to decrease expenses and improve operational processes. 29

On the other hand, social media sites (such as Facebook) use consumer data to offer personalized content and features to
consumers; to provide security to users; for marketing, research and innovation purposes; and, most importantly, to sell
advertisements. 30  However, unlike data brokers, Facebook claims to not sell personally identifiable consumer data to third
parties. 31  Instead, the social media site sells advertisement space, and then “provide[s] advertisers with reports about the
kinds of people seeing their ads and how their ads are performing.” 32  Thus, Facebook offers advertisers general demographic
information, rather than specific personally identifiable data. 33  An example of the type of information that Facebook provides
to an advertiser is “that an ad was seen by a woman between the ages of [twenty-five] and [thirty-four] who lives in Madrid
and likes software engineering.” 34

Just as personal data has affected the way companies perform business, big data has also become utilized in policing and
crime investigation. 35  The Los Angeles Police Department's Real-Time Analysis Critical Response Division uses a big data
analytics system to create “crime forecasts”--digital maps which predict where crime will occur on any given day. 36  Social
media networks represent an additional medium that law enforcement agencies utilize by monitoring suspicious patterns of
behavior or activity to predict crimes. 37

Consumers' information is collected and exploited for a multitude of reasons, and as technology continues to grow, so will
the amount of consumer *102  data available. While no federal legislation regarding the issue of consumers' data privacy
rights exist, on June 28, 2018, California Governor Jerry Brown signed into law The California Consumer Privacy Act of 2018
(“CCPA”). 38  The CCPA will be enacted on January 1, 2020, and will have a significant impact on businesses, regardless of
their location. 39

This Comment will demonstrate that a unified, comprehensive federal data privacy statute should be enacted to supersede
the CCPA. First, this Comment will provide background regarding how the CCPA became signed into law, and an in-depth
description of its content. Second, this Comment will describe the newly enacted European Union's data privacy law, along
with other state laws regarding data privacy. Finally, this Comment will explain why a federal regulation should be enacted to
supersede state data privacy laws, and suggest the necessary key components of a comprehensive federal data privacy statute.

II. BACKGROUND

A. Putting an amendment on the ballot in California.

In California, citizens may propose constitutional amendments and laws via a ballot initiative. 40  First, the citizen must draft
the text of the proposed law, and submit the draft to the Attorney General. 41  To move on in the process, the Attorney General
must supply the draft with an official title and summary. 42  Once title and summary are obtained, the citizen must circulate
initiative petitions, and collect a requisite number of signatures from registered voters. 43  Upon attainment of a satisfactory
amount of signatures, the petition is submitted to “county election officials for verification.” 44  Finally, provided the required
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number of signatures are verified, the initiative will qualify for the ballot, and California voters will vote to approve or deny
the initiative. 45  If voters approve the initiative, it will become law. 46

1. Alastair Mactaggart creates a ballot initiative regarding consumer *103  data privacy.

Several years before the CCPA was signed into law, Alastair Mactaggart, a successful real estate developer in San Francisco,
hosted a dinner party. 47  Among those in attendance was a software engineer at Google. 48  During the party, Mactaggart asked
the engineer whether he should be worried about the personal information that Google collects from him. 49  The response to
this seemingly lighthearted dinner party satire ignited the spark that would inevitably lead to the enactment of the CCPA: “If
people really knew what we had on them, the Google engineer said, they would flip out.” 50

This conversation piqued Mactaggart's interest, and he began researching data mining and privacy policies. 51  To his dismay,
he learned these data collectors knew information such as his shoe size, income, and sleeping patterns; but more shockingly,
because of all the data collected, these companies could draw sophisticated inferences and make specific predictions about his
behavior and conduct. 52  Mactaggart began discussing this data collection issue with Rick Arney, a fellow parent at his son's
school. 53  Together, after a year and a half of research, they decided to create a ballot initiative, to give California consumers
control over their personal information, centered around three core principles: transparency, control, and accountability. 54

After six months of drafting, on November 20, 2017, Mactaggart and Arney submitted the final ballot initiative to California. 55

A little over a month later, in January 2018, after receiving a title and summary from the Attorney General of California,
Mactaggart and Arney began collecting signatures in preparation to get their initiative on the November 2018 California
ballot. 56

2. Mactaggart's ballot initiative is met by opposition from tech companies.

Mactaggart chaired the Californians for Consumer Privacy, which *104  spearheaded the campaign in support of the
initiative. 57  The campaign raised $3.05 million by June 2018, with 98.4% of the capital donated by Mactaggart himself. 58  The
Committee to Protect California Jobs led the campaign in opposition to the initiative and raised $2.15 million by June 2018,
receiving contributions from most of the tech giants. 59

When Mactaggart initially reached out to Facebook looking for support, he did not receive a response. 60  However, once
Mactaggart submitted the final draft of the initiative to the Attorney General, officials at Facebook and Google almost
immediately contacted Mactaggart and requested to meet in person. 61  Soon afterwards, Mactaggart and Arney met with
representatives from Facebook and Google. 62  From these meetings, the tech companies suggested that Mactaggart and Arney
pursue legislation, rather than the ballot initiative. 63  Although the pair left their respective meetings feeling positive about a
possible collaboration, they soon learned the tech companies “were preparing to crush [them],” and that Facebook and Google
had each donated $200,000 to the Committee to Protect California Jobs's campaign in opposition to the initiative. 64

Just as the opposition campaign began to make waves, news of the now infamous Cambridge Analytica scandal broke, which
caused Facebook to bring privacy issues to the forefront of its platform and wide-spread support for Mactaggart's initiative. 65

The initiative ultimately received over 629,000 *105  verified signatures, almost double the required amount needed to secure
a spot on the November 2018 general election ballot. 66

3. Mactaggart withdraws the ballot initiative on the condition that California legislators pass the CCPA.
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In May 2018, after the initiative obtained enough signatures to officially appear on the ballot, Mactaggart had until 5:00 p.m. on
June 28, 2018, to withdraw the initiative. 67  The State of California offers the option to withdraw to leave room for legislators to
negotiate a deal and propose legislation in lieu of the initiative appearing on the ballot. 68  Legislators wanted to pass the CCPA
through the legislative process, rather than taking the chance of it passing through the ballot initiative, because the process of
amending a voter-enacted law is exceedingly more difficult. 69  Thus, in May 2018, Assembly member Ed Chau and Senator
Bob Hertzberg began reaching out to Mactaggart in hopes of negotiating a deal. 70  “Mactaggart was willing to compromise.” 71

Unfortunately, the negotiations started out rocky, as Mactaggart believed the first few drafts of the proposed bill from Hertzberg
were meaningless, because they had no enforcement for business accountability. 72

However, just eight days before the deadline to withdraw, Mactaggart crafted a deal with Chau and Hertzberg. 73  Next,
Mactaggart spent the weekend negotiating the bill with various California politicians. 74  The tech companies were the last to
jump on board. 75  When faced with an ultimatum, either agree to the legislative deal or continue efforts in opposition through
an expensive and unpopular campaign--risking the chance the ballot initiative would be approved by voters--the tech companies
ultimately indorsed the deal, and the bill was finalized. 76  Due to California law, which requires the legislature to wait seventy-
two hours between writing a bill and voting on it, the bill could not be voted on until 10:47 a.m. on June 28th, just six hours and
thirteen minutes before the deadline to withdraw. 77  Ultimately, the bill passed unanimously out of both houses, and Governor
Brown signed the CCPA into *106  law on June 28, 2018. 78

B. Summary of the CCPA.

1. Consumer rights protected by the CCPA.

The CCPA was enacted for the purpose of establishing transparency in data practices and giving California consumers control
over their personal information. 79  The CCPA grants consumers the right: “to know what personal information is being collected
about them”; “to know whether their personal information is sold or disclosed and to whom”; “to say no to the sale of personal
information”; “to access their personal information”; and “to equal service and price, even if they exercise their privacy
rights.” 80

Furthermore, upon a verified request, businesses must disclose the categories of personal information collected about the
consumer, the purpose of the category of information, and how the category of information is used. 81  Once a business receives
a verified request, it must promptly disclose the information, free of charge, to the consumer. 82  Moreover, while a consumer
may request disclosure of his or her personal information at any time, under the CCPA a business need only provide each
individual consumer with his or her personal information twice every twelve months. 83

Additionally, under this law, consumers are given the right to request that a business delete his or her personal information. 84

When this occurs, the business must delete the requested information and direct any service providers, who also have the
information, to delete it as well. 85  Consumers also now have the right to “opt-out,” thereby prohibiting a business from selling
his or her personal information to a third party. 86  Further, the CCPA provides that a third party, who has bought personal
information from a business, may not sell the personal information unless the consumer has received notice and an opportunity
to opt-out. 87

The CCPA protects minors by requiring that consumers, aged sixteen years or younger, must “opt-in” by affirmatively
authorizing a business to sell their personal information. 88  Consumers between thirteen and sixteen years *107  old may opt-
in themselves, while consumers under the age of thirteen must be opted-in by their parent or guardian. 89  A business violates
this provision if it has actual knowledge, or willfully disregards, that the consumer is sixteen years old or younger and has
not opted-in. 90
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2. Businesses' obligations under the CCPA.

A “business” under the CCPA is one that does business in California and satisfies at least one of the following thresholds: (1)
has an annual gross revenue of more than $25 million; (2) “annually buys, receives for the business' commercial purpose, sells
or shares for commercial purposes, alone or in combination, the personal information of 50,000 or more consumers, households,
or devices”; or (3) “[d]erives [fifty] percent or more of its annual revenues from selling consumers' personal information.” 91

Furthermore, a business must offer at least two ways for consumers to request disclosure of their personal information: a toll-
free number and a website address. 92  Once the business receives a request, it has forty-five days to provide the consumer with
the personal information it has collected and sold about him or her within the past twelve months. 93  However, when reasonably
necessary, the business may be granted a one-time, forty-five-day extension. 94

Additionally, on the homepage of each businesses' website, a clear and conspicuous link tilted “Do Not Sell My Personal
Information” must be present, and a consumer must be able to click on the link without being required to create an account. 95

Although a business is prohibited from discriminating against consumers for exercising their opt-out rights, it may offer
consumers certain financial incentives for allowing the sale of their personal information. 96

3. Filing an action under the CCPA.

Under the CCPA, a consumer may file a civil action against a business that violates its duty to secure and protect the consumer's
personal information from unauthorized disclosure, access, or theft. 97  The consumer may bring the action to recover: the greater
of actual damages or an amount between $100 and $750 per consumer for each incident, an injunction, *108  declaratory relief,
or any other remedy the court sees fit. 98  Furthermore, if an entity intentionally violates the CCPA, it may be subject to a fine
of up to $7,500 per each violation. 99

Unless the consumer files suit for actual damages, the consumer must provide the business a thirty-day written notice, before
bringing the action, that identifies the provisions of the CCPA that have been violated. 100  Further, there is no cause of action if
the business cures the violation within the thirty days, provides a written statement to the consumer explaining the correction,
and assures that the violation will not occur again. 101  If the business continues to violate the provision, after providing the
written statement, the consumer may bring an action for breach of the written statement and for violating the provision. 102

Once a consumer files an action, he or she must notify the Attorney General within thirty days. 103  Upon receiving the notice,
the Attorney General has thirty days to notify the consumer that the Attorney General intends to prosecute the business for the
violation, or that the consumer may not proceed with the action. 104  If the Attorney General does not prosecute the business
within six months of notifying the consumer of his or her intent to do so, or takes no action within thirty days of receiving the
consumer's notice, then the consumer may proceed with the action. 105

Finally, the CCPA created a fund titled “Consumer Privacy Fund.” 106  Twenty percent of all civil penalties paid for a violation,
or the proceeds of a settlement action, are deposited to the fund to offset costs incurred by the state government in connection
with the CCPA. 107  The remaining eighty percent is allocated to the jurisdiction in which the action was brought. 108

C. The need for data privacy laws has been recognized by the European Union and the individual States.
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While the CCPA represents the beginning of comprehensive data privacy law in the United States, the European Union (“EU”)
was the first to enact legislation regarding the rights and protection of consumers' personal *109  information. 109  However, as
technology continues to grow, and with it the volume of available consumer data, several states have rapidly begun to recognize
the need for regulation. 110

1. The European Union is the first to enact a comprehensive data privacy regulation, affording consumers rights and
protections regarding their personal information.

The General Data Protection Regulation (“GDPR”) is the EU's data privacy law, which became enforceable on May 25, 2018. 111

Prior to the GDPR, data privacy in the EU was protected under an outdated law, the Data Protection Directive 95/46/EC, which
was enacted in 1995, a time before social media and the cloud, when only one percent of European citizens used the internet. 112

Due to modern technology, with smart phones and companies like Google and Facebook collecting massive amounts of personal
information, the EU determined that it was time to upgrade its data privacy laws to better protect its citizens. 113  The GDPR
affects all businesses, regardless of their location, that offer goods or services to citizens within the EU. 114  Additionally,
the regulation applies to any entity that collects, records, stores, retrieves, discloses, or uses personal data as part of a filing
system. 115

Under the GDPR, personal data is defined as any information that can be used to directly or indirectly identify a person. 116

Entities governed by the GDPR may collect personal data so long as collection is transparent. 117  However, in selective situations
affirmative consent must be given by the consumer before collection can occur, and companies are responsible for proving that
consent has been obtained. 118  Consumer data can only be collected for specific and legitimate purposes, and the information
collected must be relevant and necessary to achieve the claimed purpose. 119  Further, *110  companies that have collected
personal data are accountable for securing and protecting the information from unlawful disclosure, theft, or use, and must
implement data-protection principles, which are reviewed for compliance by the Member State's supervisory authorities. 120

When personal data is collected, the entity must communicate with the citizen: what information has been collected and why; the
length of time for which the information will be stored; his or her right to have the collected information erased; and the identity
and contact information of any recipient or third party who will also receive the personal data. 121  Furthermore, a citizen may
also obtain such information from a company at any time, and the company must provide the information free of charge. 122

At any time, a citizen may request that the personal information collected about him or her be erased, and the entity must
erase said information without undue delay. 123  Under the GDPR, citizens may also control how their data is used in certain
circumstances, by restricting the purposes for which their information is processed. 124

Organizations with more than 250 employees are responsible for maintaining an extensive and easily accessible record of all
activities pertaining to the collection and use of personal information. 125  In the event of a breach of personal information, an
entity must notify affected citizens within seventy-two hours. 126  Further, the entity must communicate the nature of the breach
by describing the categories of data and the number of records concerned, the information obtained, the consequences of the
breach, and the actions taken to combat the adverse effects of the breach. 127  Organizations that monitor data on a large scale
must employ a Data Protection Officer (“DPO”), who is responsible for proper and timely handling and resolution of all personal
data issues. 128  The DPO's contact information must be easily available to citizens. 129  For lesser offenses, noncompliance or
infringements under the GDPR can result in a fine in the greater amount of ten million euro or two percent of the company's total
worldwide annual turnover of the *111  preceding financial year. 130  Fines for severe offenses may be imposed up to the greater
of twenty million euro or four percent of the company's total worldwide annual turnover of the preceding financial year. 131
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2. State legislation regarding consumer data protection.

While the CCPA is currently the only enacted comprehensive data privacy law in the United States, which offers consumers
protection, transparency, and control over personal information most akin to the GDPR, state legislation regarding data privacy
has recently transpired throughout the United States. 132  As of March 2018, breach notification laws have been enacted in all
fifty states. 133  In the event of a data breach, these laws require businesses to notify all affected consumers. 134  California and
the EU have set the trend for legislation concerning a consumer's right to control their personal data and protection against
misuse of information. Currently, two states have already introduced their own version of a comprehensive data privacy statute,
comparable to that of either the CCPA or GDPR. 135  Additionally, several states have followed suit by enacting laws requiring
businesses to safeguard consumers' personal information, beyond mere data breach notification. 136

a. Washington introduces comprehensive data privacy legislation akin to the CCPA.

On January 18, 2019, the Washington Privacy Act (“WPA”) was introduced in the State's Senate. 137  The WPA would affect
businesses, regardless of their location, that either: (1) process or control the personal data of at least 100,000 Washington
consumers, or (2) obtain more than fifty percent of their revenue from selling personal information, and process the data of
at least 25,000 Washington consumers. 138  Under the WPA, each business must appoint a controller and a processor. 139  The
controller must be a “natural or legal person which, alone or jointly with others, determines the *112  purposes and means of
the processing of personal data.” 140  A processor is a person who “processes personal data on behalf of the controller.” 141

The WPA affords consumers the right to request information regarding the personal data a business processes about them, and
whether any of his or her personal data has been sold to third parties. 142  Upon receiving the request, the controller must provide
the consumer with the requested information within thirty days, free of charge. 143  Additionally, a consumer may request that
the controller correct any inaccurate or incomplete personal data, and the controller must correct the information without undue
delay. 144

A controller must comply with a consumer's request to delete his or her personal data if: the information is no longer needed
relative to the purpose for which it was collected; there is no legitimate reason for why the business is processing the information;
the information is used directly for marketing purposes; or the personal data was unlawfully processed. 145  Further, if the
controller is obligated to delete the consumer's personal data, he or she must take reasonable steps to inform any third parties
who have also obtained the information. 146

Under the WPA, businesses must comply with transparency requirements. 147  These provisions direct businesses to provide
consumers with a clear and meaningful privacy notice, which communicates: “[t]he categories of personal data collected”; the
purpose of collecting each category; how the information is used and whether it is disclosed to any third parties; the rights of the
consumer; and whether the information is used for profiling purposes. 148  Moreover, if the collected data is used for profiling
purposes, the business must “includ[e] meaningful information about the logic involved and the significance and envisaged
consequences of the profiling.” 149

The Attorney General is responsible for bringing an action to enforce the WPA. 150  If a controller violates a provision under the
WPA, he or she is given thirty days to cure the violation. 151  If the violation is not cured, the controller “is subject to an injunction
and liable for a civil penalty not more *113  than [$2,500] for each violation or [$7,500] for each intentional violation.” 152

b. Texas introduces a comprehensive data privacy law.
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On March 8, 2019, Texas introduced the Texas Privacy Protection Act (“TPPA”). 153  Obligations of the TPPA apply to entities
that do business in the state, have over fifty employees, collect personal identifying data of over 5,000 individuals, and either
have an annual gross revenue greater than $25 million, or obtain at least fifty percent of its “annual revenue by processing
personal identifying information. 154

Under the TPPA, a business is prohibited from collecting personal identifying information, unless the collection thereof “is
relevant and necessary to accomplish the purpose for which the information was collected,” and the purpose is specifically
communicated to the consumer. 155  Further, a business is prohibited from processing personal identifying information unless:
the consumer affirmatively consents; the information is pertinent to achieving the purpose of processing the data; the purpose
is explicitly communicated to the consumer; and “the information is processed only to the extent necessary to achieve one or
more of those purposes.” 156

Businesses are required to implement a documented data security program to establish safeguards regarding personal identifying
information. 157  Further, under the TPPA, businesses must provide a notice to consumers before collecting personal data, written
in plain and clear language, and displayed in a conspicuous location at the business and on its website. 158  The notice must
contain the categories of information processed, the purpose of processing such information, and whether the information is
shared with any third parties. 159  Finally, businesses are compelled to adopt a privacy policy, publicly available to consumers,
which articulates and describes whether the business uses the personal data to make predictions or provide analysis, and includes
an easy method for consumers to gain access to the information collected about them. 160

Under the TPPA, businesses must implement an accountability program to set procedures to respond to violations and data
breaches, and they *114  must develop internal enforcement and discipline procedures for non-compliance. 161  Finally, the
Attorney General may bring an action against a business to recover a civil penalty of up to $10,000 per violation. 162

c. Vermont enacts legislation to protect consumers against the data broker industry.

On May 22, 2018, the State of Vermont enacted House Bill 764 (“HB 764”), for the purpose of providing consumers protection
against the data broker industry. 163  Under HB 764, data brokers are defined as any business that collects and sells the personal
information of Vermont consumers, with whom the business does not have a direct relationship. 164  Although HB 764 does not
offer consumers protection against businesses they have a direct relationship with, Vermont determined that because the data
broker industry is typically unknown to consumers, greater transparency and regulation is necessary. 165

HB 764 requires data brokers to register with the state annually, pay a $100 registration fee, and disclose information to
the state regarding the business's data collection practices, purchaser credentialing activities, opt-out procedures, and security
breaches. 166  Additionally, data brokers must implement an information security program that meets the minimum safeguard
features described in HB 764. 167

Finally, HB 764 provides consumers with even greater protections against credit reporting agencies. Upon a consumer's request,
credit reporting agencies must disclose all the information collected about the consumer, along with the names of users who
have requested information regarding the consumer within the last twelve months. 168  The information must be conveyed to
the consumer in a clear and concise way. 169

d. Colorado legislation requires covered businesses to protect personal identifying data.
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Colorado enacted House Bill 1128 (“HB 1128”) on May 29, 2018, to provide its citizens with stronger consumer data privacy
protection. 170  While HB 1128 predominantly compels covered businesses to follow specific notification requirements in the
event of a data breach, it also affords *115  Colorado consumers with protections regarding personal identifying data. 171

Under HB 1128, businesses that retain consumers' personal identifying information must develop a written policy regarding the
destruction of the data. 172  Covered businesses must destroy data containing personal information when said data is no longer
needed. 173  In addition, businesses are required to adopt and maintain security procedures and safeguards to protect consumers'
personal identifying information from unlawful use, access, or disclosure. 174  Finally, under HB 1128, businesses that disclose
personal identifying information to third parties must ensure those third parties also implement and uphold security procedures
and safeguards to protect consumer data. 175

3. Proposed federal legislation concerning consumer data privacy and protection.

While California is currently the only state to have enacted a comprehensive consumer data privacy law, as explained above,
a “patchwork of state data privacy regimes” have started to develop. 176  Although currently no federal law has been passed--
and several proposed bills concerning the issue have failed--members of Congress continue to draft bills regarding consumer
data privacy rights and protection. 177

In November of 2018, Senator Ron Wyden of Oregon released a discussion draft of legislation titled the Consumer Data
Protection Act of 2018 (“CDPA”). 178  This comprehensive data privacy legislation, like the GDPR or CCPA, requires businesses
to provide greater transparency of data collection and use, and provides consumers with affirmative data privacy *116
rights. 179

The proposed legislation would be enforced and regulated by the FTC, and would create a system titled “Do Not Track,”
which would let consumers opt-out of data sharing, thus preventing covered businesses from sharing the consumer's personal
information with third parties. 180  Businesses obligated by the CDPA are entities that have had “greater than $50,000,000 in
average annual gross receipts for the [three]-taxable-year period preceding the [most recent] fiscal year,” and that collect the
personal information of more than 1,000,000 consumers annually. 181  While covered businesses cannot require consumers to
remain opted-in, the business is allowed to charge opted-out consumers a fee to use its products or services. 182  However, the
fee cannot be greater than the average amount the business would have gained had the consumer remained opted-in. 183

Additionally, upon a written request from a consumer, a covered business must provide the consumer, free of charge and within
thirty business days, the personal information collected about the consumer and the identity of any third party with whom the
personal information was shared. 184  A consumer may challenge any information he or she deems inaccurate, and the business
must investigate the challenged information and correct any inaccuracies. 185  Civil penalties may be sanctioned in the greater
amount of $50,000 per violation or four percent of the company's annual revenue. 186

Under the discussion draft, covered businesses must submit an annual data protection report confirming whether the business
complied with the regulation. 187  If the business did not fully comply, it must describe in the report “which regulations were
violated and the number of consumers whose personal information was impacted.” 188  Additionally, criminal penalties may
be sanctioned up to $5,000,000 and twenty years imprisonment if a business intentionally and falsely states that it complied
with the regulation. 189

III. ANALYSIS
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A comprehensive data privacy regulation is needed in the United *117  States, because as technology continues to grow, so
does the amount of consumer data available and the possibility of consumer harm. 190  The collection, use, and sale of personal
data represents a multi-billion-dollar infrastructure. 191  Unlike the reactive nature of the SEC, created to regulate the multi-
trillion-dollar stock market industry in response to the devastation suffered by the market crash of 1929, Congress must enact
regulation of data collection and use before serious exploitation and harm to consumers occur. 192  Despite the data privacy laws
previously discussed, many consumers currently have no way of knowing what information has been collected about them,
who has access to their information, how to fix incorrect data, and how to stop businesses from collecting their data. 193  The
lack of transparency in data collection, use, and sales must be rectified to protect consumers from harm and to keep businesses
accountable.

Although individual states recognize the need for data privacy regulations and have begun implementing such laws, a federal
data privacy law is necessary to supersede state laws. 194  First, the CCPA is flawed and will have far reaching effects on
businesses throughout the United States. Second, if states are left to enact their own comprehensive laws, similar to the CCPA,
it will be too cumbersome for smaller businesses to adhere to all individual state laws; thus, inhibiting growth and innovation. If
the positive aspects of the CDPA, CCPA, and GDPR are combined, a successful comprehensive data privacy regulation can be
implemented in the United States to give consumers control of their private information; shed transparency on data collection,
use, sales; and hold businesses accountable while still allowing innovation and growth to thrive.

A. Flaws in the CCPA.

1. The CCPA's anti-discrimination provision will create confusion.

While the CCPA has many positive aspects, the anti-discrimination provision is unclear and will create confusion. 195  This
provision states, in relevant part:

(1) A business shall not discriminate against a consumer because the consumer exercised any of the consumer's
rights under this title, including but not limited to, by:

*118  (A) Denying goods or services to the consumer.

(B) Charging different prices or rates for goods or services, including through the use of discounts or other benefits
or imposing penalties.

(C) Providing a different level or quality of goods or services to the consumer, if the consumer exercises the
consumer's rights under this title.

(D) Suggesting that the consumer will receive a different price or rate for goods or services or a different level
or quality of goods or services.

(2) Nothing in this subdivision prohibits a business from charging a consumer a different price or rate, or from
providing a different level or quality of goods or services to the consumer, if that difference is reasonably related
to the value provided to the consumer by the consumer's data. 196
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This provision effectively states that companies cannot discriminate against consumers who opt-out of collection, use, and sale
of personal data, yet companies are permitted to incentivize consumers to remain opted-in. 197  The provision does not make
clear the distinction between discrimination and incentive. Under the CCPA, discrimination exists when a company charges an
opted-out consumer a different rate then a consumer who is opted-in; yet, the company may charge an opted-in consumer a
lower rate than an opted-out consumer as an incentive. 198  The only distinction between these is that the lower rate offered to
the opted-in consumer must be reasonable in relation to the value of the consumer's data. 199

The difference between what constitutes discrimination verses an incentive is confusing at best, and at first glance it appears the
section states two contradictory provisions back-to-back. 200  To make matters worse, the CCPA is silent on what constitutes, or
how to determine, the reasonable value of a consumer's data. 201  Thus, a company has no guideline to determine the incentivized
lower price to the opted-in consumer (or effectively a higher price to the opted-out consumer, which under the provision is
discrimination--confusing, right?). Because there is seemingly only a slight difference between discrimination and incentive,
this can cause harm to businesses that attempt, but fail to comply. Moreover, as the CCPA applies *119  to businesses regardless
of their location, a smaller business across the country may have increased difficulties in compliance, because it will be harder
to contact the proper authority in California with questions or seeking guidance regarding confusing provisions. 202

The flawed construction of the anti-discrimination provision highlights one reason why a federal data privacy law should be
enacted to supersede state laws. While the CCPA has many positive aspects, because its reach affects businesses regardless
of their location, flaws such as this can create heavy burdens and potentially high penalties on smaller businesses outside of
California, who do not have representation in the California state government to seek amendments.

2. The CCPA's enforcement provisions impose unworkable obligations upon the Attorney General and will hinder its
effective execution.

The CCPA has thrust “unworkable obligations” upon the Attorney General, which will impede “vigorous oversight and effective
enforcement” of the protections afforded to consumers. 203  Unless a consumer brings suit against a business for actual damages,
the Attorney General has absolute control on whether the consumer is allowed to go forth with litigation. 204  If a consumer
wants to bring suit against a business that has violated a provision under the CCPA, he or she must notify the Attorney General
within thirty days of filing the action. 205  After receiving notice, the Attorney General has the power to prohibit the consumer
from bringing suit in two ways: (1) the Attorney General may expressly inform the consumer that he or she cannot proceed
with the case, or (2) the Attorney General may elect to personally prosecute the business--thereby preventing the consumer
from bringing suit. 206

This provision is problematic for three reasons. First, the provision vests the Attorney General with the authority to determine
whether a consumer may bring suit. 207  Thus, the Attorney General must take on an additional role as a filter for consumers'
civil claims against businesses. This role is problematic because it affords the Attorney General the judicial power of judging
each claim on the merits.

Second, the CCPA does not provide any parameter for why or when *120  the Attorney General can or should prohibit a
consumer from bringing suit. 208  Lack of guidance also hurts consumers. Consumers with valid claims may be unwilling to
bring action, for fear of wasting time and money initiating a suit that may be struck down by the Attorney General. Conversely,
consumers with invalid claims may waste time and money in commencing an action that is ultimately barred by the Attorney
General. If the provision explained reasons or circumstances that would allow the Attorney General to prohibit action and
described situations in which the Attorney General could not prohibit action, consumers could avoid wasting resources initiating
a suit that did not meet the threshold or confidently initiate suit knowing their claims were actionable.
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Finally, the provision thrusts excessively burdensome obligations upon the Attorney General. 209  The Attorney General has
already expressed concern regarding the difficulties, and depleting resources, his office will sustain because of the duties
imposed under the CCPA. 210  If the Attorney General's predictions are correct, and the magnitude of duties results in insufficient
resources--thereby weakening means of enforcement--businesses may stop complying with the CCPA, knowing they are
unlikely to be held accountable. Further, the Attorney General is required to provide unlimited legal counsel to businesses
regarding their obligations under the CCPA. 211  These new duties will inevitably, and unnecessarily, exhaust the Attorney
General's time and resources.

3. The provision that allows a business to avoid litigation by actually curing its violation is confusing and undefined.

Under the CCPA, unless bringing a lawsuit for actual damages, the consumer must alert the business of its alleged violation
via a written notice. 212  After forewarning the business, the consumer must notify the Attorney General of his or her intent
to initiate action. 213  The business is then provided with thirty days to cure the violation; if the business successfully cures,
it must notify the consumer, and the consumer is barred from bringing suit. 214  Unfortunately, the CCPA does not provide a
definition for “cure,” nor does the provision explain which violations are even curable. 215  If a consumer wishes to initiate an
action arising from a data breach, does the fact that the business has now increased security “cure” the violation, and thereby
bar the consumer, whose information has already been compromised, from bringing *121  suit?

Additionally, the CCPA provides no inspection of the business to determine whether the violation was in fact cured. 216  If the
business sends the consumer a written notification informing the consumer that the violation has been cured, does the consumer
have to take the business's word? If a consumer receives notice that the violation has been cured, but does not believe the
business, or does not agree that the mitigating steps have cured the violation, the provision is silent on what the consumer should
do. 217  Although the consumer may bring the original claim and pursue breach of the written statement if it is found to be false,
this requires the consumer to be harmed yet again before initiating action and still does not describe how the consumer can
even go about determining the statement's falsity. 218  Thus, it appears the consumer is helpless upon receiving a notification
by the business that the violation has been cured.

B. A unified data privacy law will protect the Nation's businesses.

Currently, all fifty states have enacted data breach notification laws. 219  Thus, because businesses are expected to adequately
comply with fifty data breach notification state laws, adherence to fifty comprehensive data privacy laws is conceivable as
well. 220  However, breach notification is just one, fairly simple, requirement. While there may be slight differences between
the states' laws, the heart of each regulation requires the business to notify consumers when their personal information has been
illegally obtained. 221

The CCPA is comprehensive and encompasses many different provisions, unlike mere data breach notification laws. 222  The
sheer volume of requirements contained within comprehensive data privacy laws will make compliance with fifty different state
laws exceedingly difficult and expensive. 223  Further, two states have already followed California and introduced their own
comprehensive data bills. 224  Thus, the trend towards enactment of comprehensive data laws will not stop with the EU and
California, and compliance with various state laws will become a reality.

While large companies will likely have sufficient resources, smaller *122  businesses, those that have just met the minimum
threshold to be obligated and have restrictive means compared to large companies, will face the biggest impact. 225  Smaller
businesses will have to choose between allocating additional funds to ensure compliance with all fifty state laws, or risk
litigation and large monetary penalties for violations. Compliance with fifty different laws will be cumbersome and exceedingly
expensive, as opposed to one federal statute; thus, inhibiting growth and innovation, especially for smaller businesses or start-
ups.
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C. Proposed requirements for a federal data privacy law.

A successful comprehensive data privacy law should embody the core values of the CCPA: control, transparency, and
accountability. 226  To best achieve a regulatory scheme that protects consumers and holds businesses accountable, without
inhibiting growth and innovation, the federal law should adopt provisions akin to the positive aspects of the CCPA, CDPA,
GDPR, and give regulative authority to the FTC.

1. Control

The “Do Not Track” system, proposed within the CDPA discussion draft, should be adopted in the federal data privacy statute.
This system will give consumers sufficient control over their data by allowing them to easily opt-out of data sharing, thereby
prohibiting a business from sharing their data with third parties. 227

Although the GDPR requires some businesses to receive affirmative consent before consumers' data may be shared with third
parties, the CDPA's “Do Not Track” system would create a reasonable balance between the interest of both consumers and
businesses. 228  The goal of a federal data privacy law should be to give consumers choice and control over their personal
information. While legislation will provide consumers with these rights, at the same time it will require businesses to embrace
new obligations and duties. However, the magnitude of these new obligations and duties must not have the actual effect of
impeding upon growth and innovation of businesses. Thus, so long as the “Do Not Track” system is placed conspicuously on
businesses websites, allows consumers to easily opt-out, *123  and is overseen by the FTC, the system will provide reasonable
and sufficient control to consumers over their personal information.

Unlike the CCPA's confusing anti-discrimination provision, the CDPA is straightforward, and clearly allows businesses to charge
opted-out consumers a higher fee to use its products or services. 229  While the CCPA's “reasonably related value” incentive
provision is murky and undefined, the CDPA provides that a business may not charge an opted-out consumer a fee higher than
the average dollar amount the business would have gained had the consumer remained opted-in. 230  Although the CDPA does
not describe how the business must determine the average amount it would have gained, its provision is superior to the CCPA's
because it at least provides guidance on how to establish an acceptable fee to remain in compliance.

2. Transparency

A federal regulation should provide consumers with greater transparency regarding data collection and use practices. It can be
understood that most consumers want transparency in data collection and use practices for similar reasons of why consumers
wanted restaurants to display the number of calories for each item on the menu. 231  For example, consumers were shocked
when they watched the documentary Super-Size Me, and learned about how unhealthy and how many calories were in food
items at McDonalds. 232  As shown in the documentary, at that time it was difficult for a consumer to obtain the nutritional
information of menu items. 233  Now, when people go to McDonalds, or most commercial restaurants, the amount of calories
are listed directly next to each food item. 234  That is not to say people stopped eating Big Macs due to McDonald's transparency
of the calories it *124  contains. 235  Rather, consumers appreciate the transparency because it allows them to be generally
informed when choosing their meal. Thus, like calories on a menu, consumers want transparency in data collection and use not
only to protect them from harm, but also to be generally informed about what is being collected about them and why. 236

The comprehensive federal data privacy regulation should provide consumers with transparency rights akin to those found
in the CCPA. Consumers should have the right to request that businesses disclose, free of charge, the categories of personal
information collected about the consumer, the purpose of the category of information, and how the category of information is
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used. 237  This right can also help combat the use of insensitive category names, like those reported by the FTC, as businesses
will be less inclined to create rude and offensive category names if they know consumers can observe them. 238

Further, as described in the CCPA, to balance the burden of disclosure on businesses under the federal law, a business should
only be required to disclose information to each individual consumer twice every twelve-months. 239  The law should compel
businesses to easily allow consumers to request a disclosure, by inserting a “My Information” tab directly next to the “Do
Not Track” system. In the event the consumer discovers the business has inaccurate information regarding the consumer, the
business must be required to correct the information without undue delay. Finally, like under the CCPA, consumers should be
given the right to demand that a business delete any, or all, of the information collected about them. 240

3. Accountability

As proposed in the CDPA, the federal comprehensive data privacy law should be regulated by the FTC. 241  Businesses should be
required to annually submit a written report to the FTC, confirming compliance with all provisions under the law, or describing
any violations and data breaches the business experienced throughout the year. This written statement will keep businesses
accountable and provide a basis for prosecution if it is found to contain false information. If a business is discovered to
have unintentionally *125  or unknowingly submitted false information, the business should be subjected to a fine. However,
businesses found to have intentionally falsified the written report should be exposed to criminal penalties, including a hefty fine
and imprisonment of those responsible for the intentional inclusion of the false information.

Additionally, the federal law should hold businesses accountable for adopting a policy that imposes safeguards to prevent
data breaches. 242  The FTC should be responsible for describing the minimum safeguard requirements for compliance, and
annually adjusting the standards if needed. Further, businesses should be required to annually send an updated version of their
safeguard policies to the FTC. The FTC will determine and inform the business whether the policy meets the minimum standards
for compliance. Failure to craft and adopt a policy that adheres to the minimum requirements should subject the business to
prosecution, at the discretion of the FTC.

Finally, the federal law should afford consumers a private right of action, by allowing consumers to initiate civil litigation
against a business for violations. Installing a private right of action is superior to the CCPA's provision, which requires the
Attorney General to determine whether suit may be brought, because it reduces the obligation of funding the Attorney General,
with taxpayer dollars, to act as a judge on the merits of civil cases. 243  However, like the CCPA, the federal statute should
impose either (1) the greater of actual damages, or an amount between $100 and $750 per consumer for each incident; (2) an
injunction; or (3) declaratory relief. 244  The relatively low damage award per violation will balance the private right of action
from creating excessive or frivolous litigation, as consumers will be unlikely to endure court and attorney costs associated with
bringing suit unless substantial violations have occurred.

IV. CONCLUSION

A comprehensive federal data privacy law that supersedes state law should be enacted to best balance consumer protection and
business innovation. Media coverage regarding data breaches have made headlines and affected millions of consumers in the
United States. 245  As the result of these breaches, not only have consumers experienced an invasion of their *126  privacy, but
also a loss of confidence and trust that businesses will protect their personal information. 246

The GDPR and CCPA represent just the beginning of comprehensive data privacy regulation. Soon, businesses will be faced
with compliance of a multitude of state laws. 247  Each of these laws contain a variation of requirements and penalties for
violations. 248  It will be the responsibility of the business to adopt fifty different privacy and transparency policies to adhere to
each state's respective law. This feat will be costly and will particularly inhibit smaller businesses who must allocate substantial
resources to comply with each law, or face adjudication and penalties for violations. 249  Thus, enactment of a comprehensive
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federal law that supersedes state law will afford consumers with rights and protection over their personal information, while
alleviating businesses from the costly hurdles of compliance with a multitude of state laws.
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